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Executive Summary
In December 2018, the European Commission issued a 
warning to EU institutions: “the EU risks losing out on the 
opportunities offered by AI, facing a brain-drain and being a 
consumer of solutions developed elsewhere.”1

The Commission said it hoped to “foster the broadest possible 
uptake of AI in the economy,”2 while ensuring that AI would “be 
predictable, responsible, verifiable, respect fundamental rights 
and follow ethical rules.”3

These twin goals—promoting the development of AI and 
safeguarding people from potential harms caused by AI—
underpin the Commission’s Proposal for a Regulation laying 
down harmonised rules on artificial intelligence4 (proposed 
AIR), published on 21 April 2021.

The AIR is an ambitious proposal 
that seeks both to ensure AI systems 
are “safe and respect existing law on 
fundamental rights” and to “facilitate 
investment and innovation in AI.”5

The proposals prohibit certain 
applications of AI outright, including AI 
systems used to subliminally influence 
people to cause harm,6 to exploit 
vulnerable groups,7 to administer “social 
scoring” systems,8 or to facilitate certain 
acts of biometric identification by law 
enforcement agencies.9 

Certain “high-risk” AI systems are 
subject to new rules. For example, 
they must be trained using data that 
is high-quality and error-free,10 they 
must be accompanied by technical 
documentation,11 and their decision-
making outputs must be overseen by 

human actors.12 Additionally, high-risk 
AI systems must undergo a conformity 
assessment to ensure they are lawful 
under the AIR.13

The AIR is the first comprehensive legal 
framework regulating AI, and its rules and 
obligations are extensive. However, some 
civil society groups have argued that they 
do not go far enough to protect Europeans 
from the potential harms caused by AI. 

For example, human rights organization 
Access Now argues that certain “high-risk” 
AI practices, such as allegedly “dangerous, 
pseudoscientific AI systems that 
determine our ‘ethnic origin or sexual or 
political orientation’ from biometric data,” 
should be prohibited altogether.14

The European Center for Digital Rights 
(EDRi) welcomes the AIR’s restrictions 
on the use of biometric identification 
systems by law enforcement, but claims 
that the rules are “subject to wide 
exceptions which will be ripe for abuse.”15 

Introduction: A New Era 
of Regulation in Europe
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1.1. The Broader Context

The AIR emerges from a broader context in 
which the Commission has strongly promoted 
the development and use of AI in the EU.

According to the Centre for Data Innovation,16 
the EU lags behind the U.S. and China across 
several metrics used to track advancement in the 
field of AI, including the number of AI funding 
deals and AI firm acquisitions, and the amount of 
investment in research and development among 
software companies.17

The AIR results from several initiatives and 
reports aiming to increase the EU’s adoption of 
AI. For example:

• October 2017: The European Council asks 
the Commission to “put forward a European 
approach to artificial intelligence”;18

• April 2018: The Commission launches the 
European AI Strategy;19

• February 2020: The Commission publishes its 
White Paper on AI.20

Over the course of this decade, the Commission 
aims to reach a total investment of €20 billion in 
AI research and development through its Digital 
Europe and Horizon Europe programmes.21

Accordingly, while the AIR would be the first 
comprehensive law restricting the use of AI, it 
should be considered as part of a broader effort to 
facilitate and benefit from AI.

1.2. Relation to the GDPR

It is important to note that GDPR22 already covers 
some of the activity covered by the proposed AIR.

The GDPR’s provisions on “automated individual 
decision-making” apply to automated systems 
(including AI systems) that process personal 
data to make decisions with legal or similarly 
significant effects,23 such as credit applications 
and recruitment decisions.24

Article 29 Working Party guidelines suggest25 that 
decisions made about the following activities can 
produce legal or similarly significant effects:

• Applications for welfare benefits;

• Border control;

• State surveillance;

• Utilities contracts.

Each of these practices would also be covered by 
the AIR’s requirements for high-risk AI systems.26

The AIR and the GDPR share the following principles:

• Automated decision-making based solely 
on automated processing must be disclosed 
and explained whenever it produces legal of 
similarly significant effects;27

• Significant decisions cannot be outsourced 
“solely” to machines and require human 
oversight (with some exceptions).29

However, the GDPR solely concerns the 
processing of personal data, whereas the AIR 
focuses on the impact on indviduals, regardless 
of whether the data involved relates to an 
identifiable natural person.
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2.1. Subject Matter

According to Article 1 of the AIR, the regulation:

• Sets rules for placing AI systems on the 
market and putting AI systems into service;

• Prohibits certain AI practices;

• Sets rules about the development and 
operation of “high-risk” AI systems;

• Sets transparency rules for:

 » AI systems that interact with humans;

 » Emotion recognition systems;

 » Biometric categorisation systems;

 » AI systems for generating or manipulating 
image, audio or video content;

• Sets rules on “market monitoring and surveillance.”

2.2. Scope

The AIR applies to:

• Providers “placing on the market” or “putting 
into service” AI systems in the EU, irrespective 
of whether those providers are established 
within the EU;

• Users of AI systems located within the EU;

• Providers and users of AI systems located 
outside the EU, where “the output produced 
by the system” is used in the EU. 

Like the GDPR, the AIR takes extraterritorial effect. 
Non-EU companies will have to obey the AIR’s 
rules if their AI systems are used in the EU.30

2.3. Definition of AI

The AIR defines an “AI system” as software:

• That is developed using one or more of the 
following techniques:

 » Machine learning approaches;

 » Logic- and knowledge-based approaches;

 » Statistical approaches, Bayesian estimation, 
search and optimization methods;31

• And that can, for a given set of human-
defined objectives, generate outputs such as: 

 » Content;

 » Predictions;

 » Recommendations;

 » Decisions influencing the environments it 
interacts with.32

This definition of AI is purposefully broad, but 
not all applications of AI are subject to rules or 
restrictions under the AIR.

The AIR aims to be technologically neutral,33 
so it is likely that the list of AI techniques and 
approaches contained in Annex I will be subject 
to change as AI technology develops.

2.4. Other Definitions

Some of the AIR’s other important 
definitions include:

Provider: 

Any person or group that develops 
an AI system—or has an AI system 
developed on its behalf—with a 
view to “placing it on the market” or 
“putting it into service” under its own 
name or trademark.34

User: 

Any person or group using an 
AI system, unless such use is for 
“personal non-professional activity.”35 

Importer: 

Any person or group established in 
the EU that places on the market or 
puts into service an AI system bearing 
the name or trademark of a person or 
group not established in the EU.36 

Distributor: 

Any person or group in the AI system 
supply chain, other than the provider 
or the importer, that makes the AI 
system available in the EU “without 
affecting its properties.”37 

Operator: 

An umbrella term encompassing 
providers, users, importers, distributors, 
and their authorised representatives.38 

2.0
Overview of the 

Proposed AI Regulation

07



3.0
Prohibited AI Practices
The AIR identifies four “prohibited” AI practices

08



3.1. Using Subliminal Techniques

The AIR prohibits the “placing on the market, 
putting into service or use” of an AI system that:

• Deploys subliminal techniques beyond a 
person’s consciousness

• materially distorts a person’s behaviour 

• causes or is likely to cause that person or 
another person physical or psychological harm39 

Such AI systems “intend” to cause material 
harm—such harm cannot arise from factors that 
are “external to the AI system” and “outside of the 
control of the provider or the user.”40 

Commission Vice-President Margrethe Vestager 
provided an example of such a “subliminal 
technique” in a speech to journalists: “a toy that 
uses voice assistance to manipulate a child into 
doing something dangerous.”41 

3.2. Exploiting Vulnerable Groups

The AIR prohibits the “placing on the market, 
putting into service or use” of an AI system that:

• Exploits any of the vulnerabilities of a specific 
group of persons

• Due to their age, physical or mental disability

• In order to materially distort the behaviour of a 
person pertaining to that group 

• In a manner that causes or is likely to cause 
that person or another person physical or 
psychological harm42 

3.3. Social Scoring

The AIR prohibits the “placing on the market, 
putting into service or use” of an AI system. “by 
public authorities or on their behalf,” used for:

• The evaluation or classification of the 
trustworthiness of natural persons 

• Over a certain period of time

• Based on their social behaviour or known 
or predicted personal or personality 
characteristics

• With the social score leading to either or both 
of the following:

 » Detrimental or unfavourable treatment of 
certain natural persons or whole groups 
thereof in social contexts which are 

3.0
Prohibited AI Practices
The AIR identifies four “prohibited” AI practices

unrelated to the contexts in which the data 
was originally generated or collected

 » Detrimental or unfavourable treatment of 
certain natural persons or whole groups 
thereof that is unjustified or disproportionate 
to their social behaviour or its gravity43 

Vice-President Vestager gave an example of this 
type of AI practice in her speech: 

“...a social scoring system that would rank 
people based on their social behaviour. A 
citizen that would violate traffic rules or 
pay rents too late would have a poor social 
score. That would then influence how 
authorities interact with him, or how banks 
treat his credit request.”44 

The prohibition on algorithmic ranking of 
people’s “trustworthiness” by public authorities 
aims to avoid the creation of a system akin to 
China’s “Social Credit System,” which has been in 
development since 2011.45 

3.4. Biometric Identification for 
Law Enforcement

The AIR prohibits the “the use of ‘real-time’ 
remote biometric identification systems in 
publicly accessible spaces for the purpose of law 
enforcement,” except where necessary for:

• The targeted search for specific potential 
victims of crime, including missing children;

• The prevention of a specific, substantial and 
imminent threat to the life or physical safety of 
natural persons or of a terrorist attack;

• The detection, localisation, identification or 
prosecution of a perpetrator or suspect of 
certain criminal offences.46

The following factors must be taken into account 
when using such biometric identification systems:

• The seriousness of the situation and the 
potential for harm;

• 
• The consequences for “the rights and 

freedoms of all persons concerned”.47 

The use of biometric identification systems in 
the above circumstances must be authorised 
by a judicial authority or an “independent 
administrative authority.” In urgent cases, such 
authorisation may be sought retrospectively.48 

Such applications of biometric identification 
already face strict limitations under the GDPR49 
and it is unclear whether the AIR would 
significantly strengthen the existing rules.
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4.0
High-Risk AI Systems
The bulk of the rules set out in the AIR concern the regulation 
of high-risk AI systems.

There are two broad types of high-risk AI systems:

• AI systems used as a safety component or product under 
certain EU harmonising legislation listed in Annex II of the 
AIR. This is an extensive list of directives and regulations 
regulating the development and sale of toys, machinery, 
medical equipment, and more.

• AI systems listed in Annex III of the AIR, which sets out 20 
applications of AI across eight areas.

The table opposite summarises the high-risk systems listed in 
Annex III of the AIR. The table lists each area in which high-risk 
AI systems might be deployed, and provides a short summary of 
each of the specific high-risk systems in each area.
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Biometric identification and 
categorisation of natural persons

Management and operation of 
critical infrastructure

Education and vocational training

Employment, workers management 
and access to self-employment

Access to and enjoyment of 
essential private services and 
public services and benefits

Law enforcement

Migration, asylum and border 
control management

Administration of justice and 
democratic processes

Area of high-risk AI 
system deployment Specific applications

• “Real-time” and “post” remote biometric identification

• Safety components for managing road traffic, and for 
gas, heating and electricity supply

• Determining access to educational or training 
programmes (e.g. university applications)

• Assessment of students

• Advertising vacancies, screening or filtering 
applications, evaluating candidates

• Making decisions on promotion and termination, 
allocating tasks, evaluating performance

• Assessment of eligibility for work or benefits by 
public authorities

• Evaluating credit scores, except for small scale 
providers for their own use

• Dispatching emergency services

• Assessing risks of offending or reoffending

• Using polygraphs and other means to detect 
emotional state

• Detecting deep fakes

• Evaluating the reliability of evidence

• Profiling per Article 3(4) of the Law Enforcement 
Directive50 to predict criminal offenses

• Profiling per Article 3(4) of the Law Enforcement 
Directive51 to detect, investigate or prosecute crimes

• Crime analytics

• Using polygraphs and other means to detect 
emotional state

• Undertaking risk assessments for migrants and 
potential migrants

• Verifying of travel documents

• Processing migration status applications

• Researching, interpreting, or applying the law for 
judicial bodies

4.0
High-Risk AI Systems
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The Commission may update the list of high-risk 
AI systems as necessary, adding new AI systems 
provided that they:

• Are used in any of the areas 1-8, and;

• Present a risk to people’s rights or safety.52 

4.1. Obligations of Providers of 
High-Risk AI Systems
Most of the proposed AIR’s obligations fall on 
providers of high-risk AI systems.

Key obligations on providers of high-risk AI 
systems include:53

• Ensuring compliance with the requirements 
for high-risk AI systems;54

• Implementing a quality management system; 55 

• Ensuring that the system undergoes a 
conformity assessment procedure;56

• Implementing a risk management system;57 

• Registering with the database of high-risk 
AI systems;58 

• Affixing the CE marking of conformity;59 

• Implementing post-market monitoring; 60 

• Reporting serious incidents;61 

• Cooperating with competent authorities, 
operators, and customers.

4.1.1. Risk Management System
Any high-risk AI system must be subject to a 
risk management system as set out at Article 7 
of the AIR.

The risk management system is not a one-time 
process but a “continuous, iterative process run 
throughout the entire lifecycle” of the AI system.62 

There are four steps to the risk management 
system63 that can be summarised as:

a) Identify and analyse foreseeable risks;

b) Estimate and evaluate potential risks, 
including if the AI system is misused;

c) Use post-market monitoring64 to evaluate 
possible arising risks;

d) Adopt suitable risk management measures.

The “risk management measures” referred to in 
point “d” must aim to mitigate risks to a point 
where any residual risk is “judged acceptable”.65  
Residual risks must be communicated to the user.

High-risk AI systems must be tested 
throughout development and before being 
placed onto the market.66 

4.1.2. Data and Data Governance
The AIR sets rules regarding the data used 
for training AI systems. The objective of these 
provisions appears to be the mitigation of 
possible error and bias in AI models.

Data sets must be “relevant, representative, 
free of errors and complete.”67 “Appropriate 
data governance and management practices”68  
must apply to any data sets used in the training, 
validating, or testing of high-risk AI systems, 
including concerning:

• Design choices

• Data collection

• Data preparation

• Examination of biases

4.1.3. Technical Documentation
Providers must draw up technical 
documentation before placing a high-risk AI 
system on the market or putting it into service.69 

The AIR’s extensive technical documentation 
requirements are set out in Annex IV, and include 
(among other things):

• A general description of the AI system, 
including its purpose, any user instructions, 
details of its software and the hardware on 
which it runs (if applicable);

• A detailed description of the elements of the 
AI system, including how it was developed, 
how components of the system architecture 
interact, and an assessment of any human 
oversight measures required;70 

• Detailed information about the monitoring, 
functioning and control of the AI system;

• A detailed description of the risk 
management system;

• A description of any change made to the 
system through its lifecycle;

Record-Keeping

The AIR requires high-risk AI systems to keep 

12



consistent logs whenever the AI system is operating71 
to monitor risks and facilitate post-market 
monitoring.72 Providers (among other operators, 
where appropriate) must keep these logs.73 

Biometric identification systems which match 
people’s identities against a database incur more 
extensive record-keeping requirements than 
other types of high-risk AI systems. Such systems 
must log:

• The start date, end date and time whenever 
the system is used;

• The database used to match biometric 
information;

• The input data leading to any matches;

• The identity of anyone involved in verifying results.

4.1.3. Technical Documentation
High-risk AI systems must be developed in a 
transparent way74 and must be accompanied by 
instructions to users75 that specify (among 
other things):

• The identify of the provider;

• Characteristics, capabilities and limitations 
of performance of the AI system, including 
its purpose, accuracy, robustness, and 
cybersecurity;76

• Details of the system’s human oversight 
measures77 
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4.1.5. Human Oversight Measures
High-risk AI systems must be developed so as to 
allow human oversight throughout their use.78 

Providers must identify human oversight 
measures and:

• Where feasible, build them into the AI system 
before placing it onto the market, and/or;

• Where appropriate, enable the user to 
implement them.79 

Human oversight responsibilities must be 
assigned to an individual who can:

• Fully understand the capacities and limitation 
of the AI system;

• Remain aware of “automation bias”;80 

• Correctly interpret the system’s output;

• Decide whether the disregard, override or 
reverse the AI system’s output;

• Stop the system from functioning where 
appropriate.

Human oversight rules are stricter for biometric 
identification systems. If the biometric 
identification system identifies an individual, no 
action must be taken based on this identification 
until it has been verified by at least two people.

4.1.6. Accuracy, Robustness, 
and Cybersecurity
High-risk AI systems must maintain “an appropriate 
level of accuracy, robustness and cybersecurity” 
throughout their lifecycle.81 This means:

• Being “resilient” against errors, faults and 
inconsistencies;82 

• Including safeguards against “feedback loops,” 
where applicable;83 

• Safeguarding against unauthorised access by 
third parties.84 

4.1.7. Quality Management System
Providers of high-risk AI systems must 
implement a quality management system that 
includes (among other things):85 

• A strategy for regulatory compliance;

• Techniques and controls used for testing and 
verifying the system;

• Technical standards.

• The quality management system must be 
proportionate to the size of the provider’s 
organization.86 

4.1.8. Conformity Assessment

Providers must subject their high-risk AI system 
to a conformity assessment before placing it on 
the market or putting it into service.87 

Providers of biometric identification systems must 
engage in a third-party conformity assessment 
undertaken by a “notified entity.”88 This process 
involves an assessment of the quality management 
system and the technical documentation.89 

Providers of other types of high-risk AI systems 
may conduct a self-assessment based on 
“internal control.”90 This process involves 
verifying that the requirements for high-risk AI 
systems have been met and that the technical 
documentation is accurate.91 

High-risk AI systems must undergo a new 
conformity assessment procedure whenever they 
are “substantially modified.”92 

4.1.9. Declarations and Registration

Before placing on the market of putting into a 
service a high-risk AI system, providers must:

• Draw up a “declaration of conformity” 
confirming the system’s compliance with the 
AIR and keep it “at the disposal” of national 
competent authorities for 10 years;93 

• Affix a CE marking to the high-risk AI system 
so it can operate within the EU;94 

• Register the system with the EU high-risk AI 
system database.95 

4.1.10. Post-Market Monitoring 
and Reporting

Providers must implement a post-market 
monitoring system to “actively and systematically 
collect, document and analyse” data about the 
performance of high-risk AI systems.96 

Providers must report any serious error or 
malfunction of a high-risk AI system that 
constitutes a breach of the AIR to the national 
market surveillance authorities.97 
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4.1.11. Authorised Representative

Providers of high-risk AI systems must appoint 
an authorised representative established in the 
EU, if the provider:

• Is established outside of the EU, and;

• Cannot identify an importer before placing its 
AI system on the market.98 

4.2. Obligations of Importers of 
High-Risk AI Systems

Key obligations on importers of high-risk AI 
systems include:99 

• Ensuring the provider has:

 » Conducted a conformity assessment;100 

 » Drawn up technical documentation;101 

 » Affixed the required CE marking;102 

• Not placing any system on the market if it fails 
to meet the AIR’s conformity requirements;

• Providing their registered name and address 
on the AI system or its documentation;

• Ensuring the system is not damaged due 
to storage or transport conditions while it is 
under their responsibility;

• Cooperating with national competent 
authorities.

4.3. Obligations of Distributors of 
High-Risk AI Systems

Key obligations on distributors of high-risk AI 
systems include:103 

• Ensuring the high-risk AI system bears the 
required CE mark;

• Not distributing any system they believe does 
not conform with the AIR’s requirements;

• Ensuring the system is not damaged due 
to storage or transport conditions while it is 
under their responsibility;

• Recalling any system already in distribution 
if they believe it does not conform with the 
AIR’s requirements;

• Cooperating with national competent 
authorities.

4.4. Obligations of Users of High-
Risk AI Systems

Key obligations of users of high-risk AI 
systems include:104 

• Obeying the instructions provided with the system;

• Ensuring input data is relevant (where possible);

• Monitoring the operation of the system and 
stopping its use where risks105 arise;

• Keeping system logs (where possible);

• Carrying out a Data Protection Impact 
Assessment (DPIA).106 
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5.0
Limited-Risk AI Systems

The proposed AIR imposes transparency 
obligations for certain AI systems that are not 
prohibited or high-risk, including:107 

• “AI systems intended to interact with natural 
persons,”108 i.e., chatbots,109 which must be 
designed by providers so that people will be 
aware when they are interacting with an AI;

• AI systems used for emotion recognition or 
biometric categorisation, the use of which 
must be disclosed to individuals subject to it;

• AI systems used for creating deep fakes. 
Deep fakes must be accompanied by a 
disclaimer that they have been artificially 
generated or manipulated.

6.1. European Artificial 
Intelligence Board (EAIB) and 
National Competent Authorities
The proposed AIR would establish a European 
Artificial Intelligence Board (EAIB)110 that would:

• Collect and share best practice among 
Member States;

• Contribute to uniform practices across the EU;

• Issue opinions, recommendations and 
contributions regarding the AIR.111 

Member States would be responsible for 
establishing national competent authorities to 
ensure the “application and implementation” of 
the AIR.112 Each Member State would designate 
one national competent authority to act as 
national supervisory authority and market 
surveillance authority and sit on the EAIB.113 

6.2. Administrative Fines
Violating the proposed AIR may result in an 
administrative fine issued by Member State 
authorities.114 There are three tiers of fines:

• Up to €30 million or, if the offender is a 
company, up to 6% of worldwide annual 
turnover for the previous year (whichever is 
higher), for:

 » Engaging in the AIR’s prohibited AI practices;115 

 » Violating the data and data governance rules;116 

• Up to €20 million or, if the offender is a 
company, up to 4% of worldwide annual 
turnover for the previous year (whichever is 
higher) for any other violation;

• Up to €10 million or, if the offender is a 
company, up to 2% of worldwide annual 
turnover for the previous year (whichever is 
higher) for supplying incorrect, incomplete or 
misleading information to national competent 
authorities or notified bodies.

The size the fine will vary depending on:

• The “nature, gravity and duration” of the violation;

• Whether the operator has already been fined 
for the violation;

• The size and market share of the operator.
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7.0
Future of the 

Proposed AI Regulation

The AIR is at an early stage of the 
legislative process. Feedback on the 
Commission adoption will close on 2 July, 
2021.117 The proposal must then undergo 
three readings at the Parliament and 
Council—and there are many opportunities 
for amendments to the text.118 

McCarthy and Propp119 point out that 
the proposals contain some “surprising 
omissions and gaps,” including regarding the 
information that must be provided directly to 
people affected by AI systems.

The internal nature of the AIR’s conformity 
assessment, which only requires independent 
third-party involvement in very limited 
circumstances, has also been criticised120 
as allowing providers too much scope for 
avoidance of their legal obligations.

Whether or not additional obligations emerge 
in these areas, the proposed AIR will present 
a challenge for many businesses operating 
in the field of AI. AI firms will need to employ 
well-qualified people to assist with conformity 
assessments, verify datasets, and provide 
human oversight.

Businesses seeking a competitive advantage 
in this rapidly developing field should 
begin preparation for the EU’s new era of AI 
regulation, by:

• Determining whether they qualify as a 
“provider,” “importer,” “distributor,” or “user” 
of an AI system in the EU;

• Determining whether they operate an AI 
system that is “prohibited,” “high risk” or 
“limited risk” under the AIR;

• Considering whether they operate in one of 
the AIR’s “high-risk areas” and thus might 
be subject to obligations under the AIR 
either now or in the future;

• Considering whether any AI system under 
their control conforms with the relevant 
rules for high or limited-risk AI systems;

• Evaluating the quality of any data sets 
used in the training of AI systems in light of 
the AIR’s criteria;

• Considering how they might meet any 
additional administrative or staffing burden 
imposed by the AIR’s conformity assessment 
and human oversight requirements.
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